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18.6.2.1	“personal information” is defined as meaning information relating to an identifiable, living, natural person, and where it is applicable, an identifiable, existing juristic person, including, but not limited to -





(a)	information relating to the race, gender, sex, pregnancy, marital status, national, ethnic or social origin, colour, sexual orientation, age, physical or mental health, well-being, disability, religion, conscience, belief, culture, language and birth of the person;


(b)	information relating to the education or the medical, financial, criminal or employment history of the person;


(c)	any identifying number, symbol, e-mail address, physical address, telephone number, location information, online identifier or other particular assignment to the person;


		(d)	the biometric information of the person;


		(e)	the personal opinions, views or preferences of the person;


(f)	correspondence sent by the person that is implicitly or explicitly of a private or confidential nature or further correspondence that would reveal the contents of the original correspondence;


		(g)	the views or opinions of another individual about the person; and 


(h)	the name of the person if it appears with other personal information relating to the person or if the disclosure of the name itself would reveal information about the person.





18.6.2.2		section 3 of states that POPIA applies to the processing of personal information 





(a)	entered into a record by or for a responsible party by making use of automated or non-automated means; and


		(b)	where the responsible party is -





			(i)	domiciled in the Republic; or


(ii)	not domiciled in  the Republic, but makes use of automated or non-automated means in the Republic, unless those means are used only to forward personal information through the Republic.





Obviously it is beyond the scope of the present treatise to examine these provisions in detail.
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Surveillance - an excerpt from our recent Law Commentary and Casebook, A Question of Privilege








15.5	Surveillance – General Comments





15.5.1	“Surveillance” can be described (in very general terms) as the action of watching a person or a group, especially a suspect, prisoner or the like. In order to be effective in many instances surveillance must be covert (ie without the knowledge or consent of the person being watched) which may raise significant challenges regarding the legitimacy of the operation and whether the intrusion into the right of privacy is justified. In many other instances in the modern era, surveillance occurs more openly (such as cameras placed in public locations) and seemingly without real objection by the parties being watched. These latter instances are often justified on the basis that the surveillance is necessary to protect the safety and security of the general public. There is a further question which we submit should also be answered in these instances – who controls the information gathered, and what rights do they have to use the information gathered for uses other than the security issue. Some of these concerns are addressed in the POPIA legislation which is discussed at paragraph 18.6 in this treatise.





15.5.2	Once one starts to explore the topic of “surveillance” you are struck by the broad range of methodologies that may be employed (with greater or lesser degrees of success and also with greater or lesser degrees of infraction of the right to privacy) to “watch” the activities that even ordinary citizens and [never mind the smart crooks and the criminals) engage in on a daily basis. We are obviously not going to even attempt an exhaustive list for the purposes of this treatise. It suffices to mention just a few (including some of the more obvious, and also some of the less obvious instances, plus recognising that there are many instances where methodologies may overlap with each other) such as :


15.5.2.1		computers;


15.5.2.2		telephones;


15.5.2.3		cameras;


15.5.2.4		social network analysis;


15.5.2.5		biometrics;


15.5.2.6		aerial;


15.5.2.7		corporate; 


15.5.2.8		data mining and profiling;


15.5.2.9		human operatives (or old fashioned spies)


15.5.2.10		satelite imagery;


15.5.2.11		identification and credentials;


15.5.2.12		wireless tracking;


15.5.2.13		Global Positioning Systems; 


various “Apps” including “track and trace” systems spawned as a mechanism to allegedly control the spread of the Covid-19 virus.





15.5.3	Unfortunately this is another topic which we cannot explore in detail for the purposes of the present treatise. That however does not lessen our concerns that the increase in surveillance activity (consensual and non-consensual) in society presents serious challenges to individual rights of freedom of movement and privacy. How these challenges will be addressed will certainly be deserving of close monitoring going forward, especially when coupled with rights of search and seizure which are often a close companion of the use of surveillance methods. We will be addressing this topic in another publication in due course.			                            																            Pg 2…/Personal information









































































































































